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October 20, 1953

XOIE BY THE EXECUTIVE SECRETARY
to the
NATIOBAL SECURETY COUNCIL
o
COMMINICATIONS BBCURETY (COMIEC)

Pursuant to 2 Presfdentisl dfrective af Ootober 24, 1952, a
; ccamitiae OF the Natiopal Security Council for cemm Matiers
sosposed of the Secrstoxies of Btate and Defenss, and Lncluding for
Yais purpose; the Secretery of the Tressury, the Attorney Genersl
and the Chairman, Atosie Energy Comminsion; advised by the Director
of Central Intelligence, have this dute approved the enclosed directive
mmmaecttwntrm;aﬂadofcmm

Accordingly, tha enclosure i trausmitted herewith tor imple-
mentation by all appropriste sxecutive departments and agencies of
the U. 8. Government for & txrial period of cne ysar. Parsuant to
paragraph 1-b of the enclosure the Secretaries of fitate, Defense
and the Treasury, the Director, Pedersl Buresu of Investigatiom,
$he Secretaries of ithe Army, the Ravy and the Afr Force, the Director
af ths Mational Security Agenoy and the Atomic Fuergy Commission are
boing requested to designate vepreésentatives for the United States
Comamicetions Security Board {UBCEB).

JAMES B. 1XY, Jr.
Bxacutive Secretery

g¢t The Becretary of the Treasury
Yhe Attorney Gensral
The Director, Federsl Buresu of Investigation
The Becretaxy of the Army
The Becretary of the Navy
The Secreiury of the Ay Force
The Director of Central Intelligence
The Dirsctor of the National Becurity Agency
The Atoaic Easxrgy Commission
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Gotobar 20, 1953

on
COMMUNICATIONS SECURITY
The Presidential directive of Ootober 94, 19%2:

&. Siated that the security of Federsl comsumnications (COMSEC)
is & national responsibility, amd that COMSEC policies snd procedures
must be integrated 20 as o enable the various depurtments and agencies
of tha Jovernment o couperate sffectively in such matters and to satisly
legitimate vequiremanta for the security of their messages;

Designated the Sacretaries of State and Defense as & Special
Mﬁm of the Nationsl Security Council for COMSEC Matisrs, to
eptablish such policies relating to COMBEC as will achieve the meximum
gecurity of Fedexal telecommunicstions, and to keep tho Fresident
advised of such pollicies through the Executive Becretary of the
Netional Security Council#: and

2. Diregtsd the fipectal Committee of the W50 to prepare and
issue in tha COMEEC fisld directives whiah wills

#FThe Frasldent in spproving this directive also &ivectsd that the

- Attorney Genersl shall be & mewbar of the Special Commliisc vhenevar
metters of intevest to the Federal Buresu of Invastigation ave befora
that Comwitiee. In accordanse with the President’'s ingtructiong
regarding the normal opexwticn of the Counsil, the heads of depart.
ments and agencies not represaentsd on the Bpeclal Cowanitiea, ghall
alep perticipate we members of the Special Commitier vhenaver metters
of dirvect interest do thalr respeotive agencies are before that
Committiee.

(3} Rescind the Executive Onder of July 3, 1945 entitlsd
"Cryptographls Security with Hespect to Certain Commmications
aft the Gawmuent“"

(2; Zetablish s United States Commnications Securdity Board
(UsCcEB) responsibls for integrating policies snd procedures
affacting the sacurity of ¥ederal telscommunicaticns.

{3) Provide Zor the establishment of appropriste respon-
sibilities and avthorities to ssswre within the various dspert.-
ment; and agencles of the (overnment, among othex things:

¥ Tie Grder was classified snd wae not published in the Federal Register.
~~ It was yescinded by the Fresident on Ostober 20, 19%3.
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with regpeot to forelgn govermmentsy
security of talecomemunications.

Pursuant to the foregoing and to the provisiens of Seotion 101 and
Seation ¥11 of the Wetionsl Becurdty Act of 1947, ss axended, the Special
Committae ‘0f the National Security Council for COMSEC herehy authorizes
and directs ss follows:

1. The Untted States Communieations Security Boexd (USCSB):

fc,; Nigh and uniform standards of commumications securiiy;
Ab)

Effactive cooperation in COMSEC matters betwaon

ts and sganaies concerned;

za} The adsgquagy of the eryptographic systemn wied;

4) Coordination of COM3EC problems, perticularly policies

{@) Batisfaction of legitimate requirements for the

: &. Toera is hersby sstablished ¢he United Btales Communications
Becurity Board {USCSR). hereinafter referred to as the Board, which
sball be & body meting for and wnder the sforesaid Special Comnltice
snd shall sperste in accordance with the provisicus of this Directive
w2 any other divectives which may be Lsmued by tho Bpecicl Commitlee.

b. The Board shinl) be domposed of one representative of each of
the Following:

Bt R Fa 10 P

{10

2. Under the suthority of the fipesdal Cemdttee it shull be the
raspousibility of the Bowrds

{1) 7To integrate policies and procedures affecting the
security of Federal telecosmumicstions;
(2) To esta¥lish broad polidlies necessary 01

- The Divector of the Naticnel Security Agency

the varicus deperioents and agencies of the Government.
COMBEC mmtiers among the dapeartmenis and sgencies concerned.
of Federsl telecomminicationsn.

of telecomumications of the departments and sgsncles.

foreign governments snd intemationel crganizations in QOMBEQ
matters.

iu COMIEC mattexa.

The Sewratary of State

The Becretary of Defengg

The Secretery of the Treasury

The Myector, Federsl Burean of Investigation
The Secratary of thu Army

The Secretary of the Nuvy

The Beeretary of the ALy Forge

The Dixector of Central Inteiligence

The Atomic Boerpy Cossslssion

(s) Insure nigh and wiform ¢tandards of COMSBEC within
(b} Iostitute snd waintain effective sooperatice in
{8) Achieve the maximm practiendble degres of security
{4} satiety legitimate requiremcnts for the security
{8) Gulde the yelations of the U, 8. Government with

{£) Ouide the aciions to be talten by the Executive Agsnt
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{3} "o spprove the long-range plans for soemmmications

{k} To sdvime the Special Uommittee with rempect to COMIEG
policy matters decided by tho Bourd and meks recoumendations as
appropriate. .,

{5} To stuly the COMSEC standards and practices of suy
departacat or sgency in the field of COMIEC and meks reccosmends-
ticns ms necesssry o insure compliance with the directlves of
the Board fn this field.

4. The Bosxd shall elect iis own Chalmen from wsong its mesborship.

e. The Boexd shall have a star? headed by an specutive ssoetary
who shall be eppointed by the Chatrwen with the approval of & wejority

£, Tos Board sholl meet at the call of the Chalrmen or at the
request of any mebar, and shell detersine its own procedures smibject
0 the provisions of this direative.

8+ The Boerd shall resch iis dscislons ¥y majority vote. The
Divector, Nationsl Security Agency, will have no vote in satters
involving sppeals from his own decisions. In the event that the
Board votas and reaches a dascision, sny disseoting marber of the
Hourd ey appeal from such decision. Buch appeal must be made within
15 Gays %o the Speaial Comities. In tho evend thai the Boaxd wwios
and Fails to reach o decision, any mendar of the Board mey appesl to
tha Specinl Committes and such appeal wust be made within 15 days of
the inconclusive vote. In elthor event ihe fpecinl Committen shall
réview the mabter, snd 1ts datermination therson shell be final.
Appeals by the Director of BSA, or by the reproseutetive of any of
the Miiiteary Dapartsants, shall be £iled ealy with the approval of
tha Secrelaxry of Delaass.

h. o astion shall be teken with respect %o any matter forming
the subject of an mppesl until the appoal is decided; provided thab,
1f the Secrvetary of Dafense detoxmines, sfter scusulistion with the
gearatery of Stats {and the Attorney General and the hesds of ether
dapextments snd sgencles as appropriats), dhat the subject matter
gresents a problem of an emergency naturs and requires lmmediate
action, his decision shall govers, pending the veawdt of the sppeal.
In such sn emergeaoy situation the aypeel may ha teken directly to
the Pragident by the Speatal Commlties.

4. ¥he Board sholl invite the head of any department e agenty
not Yeprescuted on the Boaxd to designate » vepresontabive to partiel-~
pate with the Board in copsideration of mettors of direct interest to
such & departaent o agenay, 10 the and that the communientdons
security nseds of such depertments and agencies mey bs cousidereds
and heads of depertments and sgencies not represented on the BEoard
may present, through the Executive Becretary of the Bomid, comaund-
sations security satters forr consideration by the Noard.

,1_.‘ Depariacnts or sgencles not represcnted on the Board mey

appeal. ITrom decisicns of the Jourd in the marmer prescribed for
departments and agencles represcuted on the Board.
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The Dwm of Defeansa 1% beredby dasigosted as Hxecutive
o:l’ tha (overnment for all COMBEC matbters.

b, As Zxecutive Agent, the Deperiment of Defense is sharged
with the sdssion ofi

(1) Providing centralized, over-all cognizsuce of the
measures necegsary o wovide and assure the adequacy of tha
COMSER teehniques end muteriels wsed by the Governwmant;

{2} Yormulstiog Cor the Bosrd imtegrated techoical smd
operating policies, progrems, aod long-reage plsns reguired
0 meintain nigh snd unifeoem standards 0 ensurs the sequrdly
of Federnl telscopmmpicetions; and

{3} Providing advies and recommendetions on any sapect
of the £ield of COMSEQ.

¢. As Bxeoutive Agent the Department of Defense is espowered
to teke action within policies and procedures established by the
Poard, in all GOMSED matiers affecting the depariments sod sgenales
of the Government s bowever, thal whers exception to ita
action s mede by mmtmwshpnhmtorwmﬂeadw
Bractor of an mw outside of the Dapsrtment of Defonse, such
excaptions shall be yrefeyred to the Scard. Pending Board xeview,
if the epartment of Defense determines thal the sublect matier
presents a probles of an smrgency nature and requives fmmediste
astien it may refer the makicr to the Spesial Comnittes for
$mnadiate decision,

4. Subject ¢ the specific provisicns of this Directive pnd
mibsequent divectives issued by competsut autherity, the Director
of the ¥atlonal Securiiy Agency shall act fur the Executive
in 81l COMSEC metters sed forth in subpevagrophs (1) through {13)
balow and sy ¢thars which may e specified by tha Special Coomdttes
#r the Board. With respoct to the Military Depsrtments, the Directos,
WA, will pexform bis functitme wnder the jimmediste divection of ﬂw
qunt Ghiets of Btaff. Thus, 1o the fields of eryptossourity, tvens-
xission security, phyeieal gecurity, wnd ebver and decsption, it shall
be the responsibllity of the Mrector, RNBA:

{1} %o pevievw and apgrova, or, in the shaenca of apprcved
propbsals, 1o prescribe the eryploprinciples incorporated nr to
be incorporated in any telecomamications equipnents and systems
snd in sny COMAEG eguipments and systoms wwed by the departmonta
and ypancles of the Joveragent.

{2} To review sud spprove, sr, in the absance of spproved

sals, ¢ prescrida eryplosacurity rules; regulations, and

stvuctions spplicebles to the sparation snd wse of any rypto-

sguf; ta apd systems snd of any COMBEC squipnonts and systems.

3} To perforam tachnical auslysis of Federal telecoumundi~
sations Tor the purpose of determining the degrea of COMIEC
baing provided by the wyptoprimi;gles, matarials snd procedures
wtilized by the dapsrtments wod sgencies sn vell as the effect
o COMIEC of the sosmwnleations procsdures snd pracstices slso
paing vtilived; makine arreogopsnts as sppropriate to obtain
the materiel required for such anelysis. (Bes parmgraph 3-a-{2}.)

OPS 1< Contl No, 44.-057€0

Copy Number__#
age Izg of el Pages




DOCID: 3378804

{k) Mo veview and evalvate commmications procedures developed
Wy the departmonts snd sgencies to detersine whether such proce~
dures will provide and maintain tracsoissicn sscurlty; and to
raootmant revisicns sod additionel rules snd procedures as requived.
To accomplish this the Director, N2, mey perform technical avalyses
of Pederal telecomxnnications end shall meke the nacessary arvenge-
genta vith the depertacats and agencies to obteadn the materisl,
requived for snalysis. {Bee parszraphs 3-a-{1) and -(2).)

{5) ' In eollsboration with the departmats sud sgencies sa
appropriste, to prescribe minfmm stendards for the physicel,
mmw of eryplometerial.

{6) In collsborstion with tha dcpertmente and agencles; to
aspist in the preparation of and 1o review tho commmieations
portions of all ecver spd deception pisus. To formulote and
pramiigate the bante policies used in such portlons.

{7} %o cttasn from the departwents snd ageicias their reguire-
ments for exrypto-equipmonts and matoerials sand to formilats, Loy
eonoiderotion by the foexd, integroteod prosrems for the research,
development, profucticn and procurement necassary to weet thase
reqirements and aldequate to ensure the continuing seawrdity off
Federal commmications.

{8) o review and coordinate the integrated crypiosacurity
rosearch and developgent program snd to copduct research and
developoant nacessary W support it.  Budbject 40 price notifi-
ontion to and coordinetion with tho Divector, ¥8A (in the cese
of the Mildtery Devartuxnts, spprovel by the Director, NSA).
deportments end agepcios may inttiats ad pursue such resesrdch
and development projects as DAy boe neoessery to suppori thetlr
COM3EC activities.

{9) %o producs cryptomsterisl vecassmey to mest the legiti.-
mete requiremantg of the departmmbes snd agencies and o ensure
that there is sdemate capacity to meat these requirvenents. In
» doing, the Divector, NSA, by mutual sgrecment will suthorive
thcdapamwmﬁwcuewwmmw&m&maf
erypionatertel providsd that asuch production 1s conductad in
accordance with teshnicsl eryptologie sriteris presceribed by
the Divector, RMEA, and further provided thet the Mrector, N3A,
is kept informed of the production aceonplished.

{10} In meating operationsl requiremonts, to ensure the
necensary corpatibility and, and 80 far as practicable, the
standardiration of crypto-equipments and materisal in oxder to
pretote & mexdinm of efficlency snd economy in thefy procwcement,
operation, and maintenance. Determiontion of the acseptabiliity
of an squiyment in mesting the opsrabtiooel recuivenenta is a
responsibility sf the deperizents snd ageucies.

{11) To furnish services snd materials for the COMSEC program
of the departvents and spennies under mituelly sgreeable Tigoal
Lyrangenerts .,
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{12) To ocomduct limtson on tachnicsl OOMIEC and related matters
with the cxyptologle sunthoritias & forelgn sations sud inter-
national organieations.

(13) mmmmmmmwrwmpw
mm‘z tradndng sondusted by the deparitments and sagsncies.

9. Exeapt oo matters which have been voled oo hy the Joexd sl
subject to the dreation of the Se r o Detense {and in the
gase of the Military Departments, the Joint Chiefs of Starff), the
Director, WEA, shall dfacharge his respoosibilities in mmﬂm@s
with his own geent.  In exaroising $he suthority sver COMBEC watters
granted in this Directive, the Divector, XA, shatls

{3) Obtain from the dspurtments and sgencdes such informetion
az he my Tequire in perfoeming his functions, ss suthorized in
this Directive o any ather divective subsequently issuved.

{2} A%Wmﬂmxmtaﬁwrmsmht&m
on the Bowrd or, in dhe esse of depertaents and sgamedes not
- Peaprosated on *.he Hooxd, ﬂmﬁa amithorised representa-
tives of the heads of swuch uprmts 1 sgencies.

{3} Axrenge with the suthorived vepressntative of s depertment
or sgenay for vequired lisisou with mubordisate slements of that

departoent Or agendy.

(4) Berer violstions of COMIEC instructions +5 the beed of
the depertuent or mmdfarmchwumuwk
Saomad IASSAYY | it apptopriate corrective setion is vot

taken, reafer the manctwmm
3. Blrective to the Departments and Agencies of the Jovernment
A ALl Sepevtaents and sgencies of the Federal Governsent shalls

{1) oOrganize and coofuct thedr commmiceiions seourity sctivi-
ﬁuan:&tmﬁb&cn’ot&Mwﬂﬂm&ﬁm, the directives
of the Fresident, the yrovisions of this Directive, aod any other
directives vhich may be fssued by the Special Comsittes. Nothing
in tuix Directive shall velisve the f{odividual departuents and
sw&icﬁ of thely responsidilities for executing all measures

roquired to assure the security and sfficiency of their own
hhmiuﬁm:.

{2} Bot be required to disclose to the Divector, NSA
Board, or auy of its mtmnWommnummsciu
ecmmnfoations concerning its activitien, if, {n the opinton of
 the hesd of the dspartment or agency, the disclosure would de
scntrary %o the astional interest. Nothing in this Dixective
alisll be construed to give the Jowmd or miy of $ts representatives
the right o Inspeact any depexrtuent o sgensy without sporoval

by the head thereof.

{3) Sring to the attention of the Poard all rules aud
repuiations in couflich with the provisions of this Directive.
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by fpecial Terms Used in this Directive are Definsd as Followes

& mmmuws - Ay transmiasion, emission or recephion of
sign, » wdtding, 1meges and sounds or Intalligence of any natwrs
by ws.ro, mm, visual, ox other slsotromegnetic systow.

Yoderal Telscommmnications - Thoss telectowamieations vhiieh are

wmﬂlemmmwmmmmmmW
oxigineted hy o Intended for officlals of the United States Government.
gpecifionlly exempted from this definition is that portion of the
conmsnlcations activities conducted by the Sentrsl Intelligence Agency
in agcordance with the sithorities granted the DMrector off Central
Tntelitganee wdar MOID Ne. 5.

Lty « The protection vesulting from all

g uisutharised pargons informetion of wiue
m::h nigd-. b der&vaa Trom the goasession and study of telscommmni-
oations, or o wisleed miauihorized persons {n thelr fnterpretation
of the results of such » . Comumisations ssourity includses
(1) wanaission seaurity, {2) exyptosecwrity, snd (3) shysioal
seanrity of scmmmications seaurdity materials and information.

. - Pransmission security is that component

; 0 BAc ch renilis from all meamres degigoed o
protact wm:am !rm unauthorized intercaption, traffic analysis,
and imitative deception.

' pecurtty - That cospouent of commuications sesurity

wh:tcﬁ res mva.mn of technically sound eryptosystems
snd thelr :pmper uns.

Z. er neipie - The characteristics of the elements Savolvad
in, and ml& of operatiem, motitn, or sctivity Inhersnt
in & axwptoqsm

Ceyptosystenm (Cryptographic System) - The associated items of
erypfm teardsl which sre used ag & Wit and which yrovide & single

seans of encryption and decryption.

tarial, « ALL materdisl, inclwiing documents, devicas
: quipment or apparatus amployed in the encryption or dseryptiom
of telecomumications.

1. W - The crypto-apparatus, mechanisms, machines
or devices - encryption or decrypiion of telecomspnications.

_,1- sical Seouriiy - That componant of securdty which results
from all gical massures necesrary to safeguard classified equipment,
material and documents from sccess thereto or observation thereof by
unenthorized parsone.
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